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Research Output 1970-2020

+¢ Transfarmation froma maritime territorial dispute over an outlier sea area
with unclear ownership to a regional flashpaint within three decades
(Buszynski, 2019).

+¢ The palicies of China and the Ustoward the SCS have vacillated over ting, to
the paint that China-US conrpetition in the Western Pacific has become the

BE o2 focal paint.

J Malaysia ‘Indonesia +¢ Indonesid’s stance is that it must be remain firmand peaceful and that all

A — activities nmust be under the International Ruled Based Order. - UNCLOS
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e Taiwan Strait Conflict

1.3 2.3 million active

Population

weource: CIA World Fact Book, Global Security .
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Taiwan and China will restart
bilateral talks that have been
suspended for

* China has claimed
sovereignty over self-ruled
Taiwan since the end of the
Chinese civil war in 1949
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Sources: Taiwan's Ministry of National Defence; Ocean Affairs Council; Xinhua News Agency; Focus Taiwan

» China expect to use the latest developments to establish a new security paradigm in the Taiwan Strait, namely
through the enhancement of its military operations around the island.

» Any further escalation could have very negative consequences for Taiwan, Asia, and the world. That includes
supply-chain disruptions and renewed inflationary pressures.
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Korean Peninsula Conflict

UN Offensive
=+ North Korean Invasion
Chinese Offensive
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> It happened in 1950-1953 and ended as an srmistice agreement instead of a peace treaty. Both countries are still continuing
to smolder despite attempts at reconciliation talks. And both sides still have occasional skirmishes.
> It turned out very bad because that small conflict between them and their allies started the Clod War which had killed millions
of people. Also because each side had pushed passed the 38t parallel.
> The 38t parallel is a circle of latitude that is 38 degrees north of the Earth’s equatorial plane. It crosses Europe, the
__ Mediterranean Sea, Asia, the Pacific Ocean, North America and Atlantic Ocean. S
. L)
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Senkaku Islands Conflict
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> The Senkaku Islands, known as the Diaoyu Islands in China or Diaoyutai Islands or the Pinnacle Islands in Taiwan are a group of eight
uninhabited islands and rocks that lies in the East China Sea. They have a total area of about 7 sq kms and lie northeast of Taiwan.

> The dispute is over the claim of Senkaku islands, which are currently controlled by the Japanese since 1895. However, in between 1945
to 1972, the islands were administered by the United States. In 1971, the US handed over the authority to Japan in 1971.

> Since then, China and Taiwan push their claim on the islands and demands the return similar to the returning of Imperial Japan’s
conquests in 1945.

> Senkaku Islands are known to have abundance of natural resources, rich fishing grounds and are thought to contain oil deposits. It |s :
i also strategically important as it is close to international trade routes. :
o~ .:‘._; ,mlﬂ’ o=
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Persian Gulf Conflict
TURKEY V - 7 niis o/ w‘.f"”“"‘wh I\ P éer. Siaﬂ CU/f W ar
> Saddam Hussein and Iraq invaded Kuwait.
Lo Y m‘_'iKikl:“ ‘ > Worried that Irag would continue on to Saudi Arabia and

U5 e I e =R <O the UAE (much of the world’s oil reserves).
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> Allies met their goal of moving the Iraqis out of Kuwait in

JERUSALEM

3 about 43 days.
*' JORDAN A Eoeas OF A - 2 A
g T wn, > Saddam Hussein remained in power.
g o > Iraq set oil fields on fire. Irag shot missiles at Israel. 200
The Persian Gulf War ® Hafar al-Batin 4 . . . .
American troops died. 100,000 Iraqi troops died.
L e Y % > Conflicts in the Middle East have a destabilizing effect,
L U 7 not only on the military and political situation in the
o & j region, but also on international relations as a whole.
i amas Their impact is also noticeable in the Persian Gulf region.

EMIRATES OMAN

The major factor of instability in the recent period has
been the ambiguous perception by the States of the
subregion of the place and role of their neighbours.
Reciprocal accusations of destabilizing activity have been
made. Alongside that, there is a tendency to ignore
factors of mutual concern.
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Russia-Ukraine Confllct
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about one-third of Europe S natural gas
Nord Stream 2, an $1br De cross the Baltic Sea, would
bypass Ukraine and deprive it of some $2bn n transit fees Russia currently pays
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Russian military control Black Sea
Russian advances
[ Russia annexed Crimea in 2014

> China, the world’s second-largest economy, which has opposed sanctions against Russia and accused the US of “creating panic,” is
unlikely to take a major economic hit for the time being, according to Tommy Wu, lead economist at Oxford Economics in Hong Kong.

> In fact, sanctions on Russian gas by the United States and its allies could pay dividends for China, the world’s biggest oil importer and
fourth-biggest oil producer, according to Alicia Garcia—Herrero, Chief Economist for Asia Pacific at Natixis in Hong Kong.

> There is going to be a reshuffling of Russian imports from the EU, which used to be its biggest trading partner before Crimea, towards
China.

> Exports of fuel earmarked for Europe, in particular, to be diverted to the world’s second-largest economy, although this would take some
time, with the Power of Siberia 2 gas pipeline connecting Russia and China, still some way off.
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's geopolitics after Russia's war in Ukraine

«  The ability of the US to focus on the Indo-Pacific
71TV Y 0o I VAU I E RV T W U] <=1 T TP il U kraine crisis could heighten risks tied to Asia’s geopolitical flashpoints
assuming that the conflict does not escalate
further, the region will remain central to US's _
Iong_term secu rity and economic Strategyl f""-'.E":””T'r":"||H|':TE'|||E|EI:E'- across the Taiwan Strait Miderate I'r'I'E'|';|'|-||EI:|| 15

- China will secure some near-term strategic  EailE I ERIAEREIEH IR a I ER:: Moderate  High 12
benefits in Asia from a more distracted US.
However, with the crisis also likely to deepen
regional concerns about its influence and hasten India-China tensions escalateto a military conflict Low  Veryhigh 10
balancing actions, these gains are far from clear- Amajor conflict breaks out between India and Pakistan Low  Veryhigh 10
cut.

« The Ukraine crisis adds another layer to an
increasingly complex geopolitical environment in Major clashes break out amang claimants in the South China Sea Low  Veryhigh 10
Asia, with widening political and economic e Ry RN Lo T PINRETER (1 RVATYE
divergence between China and the US set to
challenge regional governments and
international firms. Source: EIL Risk Briefing
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Risk scenario Probability Impact  Riskintensity

Narth Korea resumes development of nuclear weapans Low  Veryhigh 10

Armed hostilities breaks out between China and JapanintheEastChinaSea  Low  Veryhigh 10

Note. Intensity is a product of the probability and impact ratings, where "very low” scores 1and "very high' scores 5




Global political risk reached a multiyear high in 2020

GDP-weighted global average of political risk

US-China tech “cold war”

East Asia maritime boundary tensions
Eastern Mediterranean tensions
Social unrest in the US

Peak North Korea
crisis

US-China

phase 1 deal

CoviD-19
outbreak

2016
US election

Brexit
referendum

Source: GeoQuant
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CHALLENGES

* The nations who has global influence, and do rejection of
international norms.

* The nations who has ambitions and assertiveness present a
systemic challenge to the rules-based international order.

* The extensive of military modernization efforts across alll
domains that will present major risks and potential threats to
world peace.

* The use of economic, military, informational, technological,
and diplomatic as instruments of geopolitics power for
achieving their own national interest without respect to other
countries national interest.

* The nations that threatens to disrupt the rules-based
international order and to subvert fundamental values of
liberty, democracy, human rights and the rule of law.
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CHARACTERISTICS OF THE INDONESIAN
POLITICAL TO CONFLICT

. Free and Active Foreign Policy

. Achieve National Interest
. Neutrality and impartiality

. Compliance with International Ruled Based Order
and norms

. Prioritizing Human Rights and Humanitarian Law

. Respect to the national interests of other countries

. Having cultural characteristics as a nation that
prioritizes manners

. Enhanced cooperation to support peace, stability and
prosperity
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WHY INDONESIA SO IMPORTANT

1. Indonesia is the world’s third largest democracy,

2. Largest Muslim-maijority country,

3. The seventh-largest economy by purchasing power,

4. A leader in ASEAN.

5. The largest economy in Southeast Asia.

6. The world’s greatest marine biodiversity and Its second
greatest terrestrial biodiversity.

7. The strategic position as the archipelagic state. Indopacific’s

Centre Of Gravity.

8.  The world’s busiest sea lanes — more than $5 trillion in cargo and
as much as 50 percent of the world’s oil tankers pass through the
IASL, Malacca Strait, and SCS every year.

9. Availability of natural resources and needed by other
countries

10. The number of population, attract other countries to
penetrate as target market.
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Maritime, coastal and inland chokepoints and major shipping routes

Importance
Core Route

9 Black Sea rail network v 3 — secondary Route

US inland waterways Dover Strait Black Sea ports

and rail netwo)
n rqllﬂ rk Turkish Straits

US Gulf Coast ports Strait of GIbCEEE Suez Canal Strait of Hormuz

Strait of Malacca

Panama Canal Strait of Bab

al-Mandab 1 A 1 .
S ‘S_tra‘l_t'of
Type \ Malacca

Maritime Brazil’s inland
Coastal road network

Q Inland Brazil’s southern ports

Major shipping routes
Core route
Secondary route
Source: Bailey, R. and Wellesley, L.
(2017), Chokepoints and Vulnerabilities in Global

Petroleum transit volumes through select maritime routes (2016)
million barrels per day
na ) urki al Babel Strait of Strait ¢
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Economic Geopolitics
DONESIA - CHINA INDONESIA - USA
* “China has been Indonesia's biggest trade partner in the * U.S. bilateral goods trade with Indonesia totalled more than $37 billion
past 9 consecutive years. in 2021, while bilateral trade in totalled an estimated $2.4 billion in 2020.
* In the past 6 consecutive years, China has been the * The stock of U.S. foreign direct investment in Indonesia was $18.7 bn in
number one destination for Indonesia's exports. 2020.
* And for the past 3 years, China has been the third  The United States continues to engage with Indonesia to advance
biggest investor in Indonesia. economic reform priorities, such as strengthening the investment

climate and reducing barriers to trade, such as protectionist laws, limited
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One Belt, One Road

Silk Road Economic Belt

Maritime Silk Road Initiative

infrastructure, and an unevenly applied legal structure.
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Geo-political and geo-economic ENVIRONMENT for diplomatic activities

Digital dependence makes countries highly vulnerable
to any disruption of data flows. Maintaining data flows
worldwide is vital to the social stability, economic well-
being, and the growth of countries. For example, the
disruption of e-commerce, e-banking, and platform
services, could cause great economic disruption.

Global geopolitics depends heavily on access to the
main internet cables carrying internet traffic between
countries and continents. Presently, more than 90% of
all global internet traffic flows through submarine
cables which mostly follow the old geographical routes
used by telegraph cables in the nineteenth century.

Internet cables are a tangible aspect of data
geopolitics. Damage to cables can disconnect an entire
country from the internet, which can have profound
economic and political consequences.

Great powers with very strong digital capability are shows global influence,
political and economic
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DIGITAL GEOPOLITIC TO ACHIEVE
MARITIME GLORY

NAVY CAPABILITY
Modernize strategic and conventional weapons systems and modern integrated
NATIONAL )
INTEREST sensing systems, C4ISR and cyber defence systems.
MILITARY
CAPABILITY LOCAL TECH INDUSTRY
Develop digital capability from both private and govt sector.
TNI AL to reduce dependencies of foreign entity and technology.

CYBERSPACE GOVERNANCE
NETWORK LOCAL TECH the process of establishing the architecture that ensures a security programs
COLLABORATIV . . _— ; s )
E INDUSTRY align with objectives, comply with regulations and standards, and achieve
D I G ITA L objectives for managing security and risk.
G EOPO LITIC DIGITAL SOVEREIGNTY
* Digital sovereignty refers to the fact that a government or TNI AL must

establish its authority to exercise its powers in cyber-space, focuses on more
tangible issues, such as technological dependence or control over user
personal data.

* TNI AL efforts to establish effective digital independent result in two major

CYBERSPACE DIGITAL challenges: strategic and ethical.
GOVERNANCE SOVEREIGNTY
NETWORK COLLABORATIVE
From some issues TNI AL need to consider collaborative strategy to achieve
the need for establish digital asset management with friendly states. " e
u.u:_'z_:-ﬂ" — & '
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ARCHIPELAGIC MARITIME STRATEGY

MARITIME THREAT DOMAIN:

Space based threat
Maritime cyber threat
Air based threat

Maritime safety and
security threat

Coastal based threat

=

g T o A
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TYPE OF MARITIME WARFARE
POSSSIBILITY:

" Technology Proxy War

® Space based Warfare

=  Maritime Cyber Warfare
" Network Centric Warfare
® Electronic Warfare

= Air Warfare

® Sea Surface Warfare

® Sub Surface Warfare

= Littoral Warfare

®  Psychologic Warfare

® Hybrid Warfare

=

MARITIME STRATEGY

* Naval Digitalization Strategy
* Diplomacy Strategy

* Grey Zone Strategy

e Hybrid Strategy

* Choke Points Strategy

e A2/AD Strategy

* Integrated Deterrent
Strategy
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TNI AL Digitalization strategy

g :
Supervised 1 Machine Learning }‘ e
d] e S T ’ Developed cloud computing
Unsupervi A o og e o
M. . Building maritime Big Data
Content Extraction et g . Create Integration Digital Assets Management, include Al, ML
rocessing

Classfcation and Blockchain Tech.

Machine Translation

Expert System /v{ Safe vessel's navigation system

Question Answering

v{ Ship's maintenance and performance control

p C.argo transport and port operatimls
Machine VisionJ»-"'

Speech to Text F— - __;E% =

Text to Speech }
Planning }‘ e Al can enable command and control systems to identify

moments of relevance from among hours or days or
surveillance data in milliseconds, something which saves time,
maximizes efficiency and performs time-consuming procedural
tasks autonomously at exponentially faster speed.

Text Generation
o Vision e o .
Image Recognition} i =N\ Amﬁual(l‘r\\it)elhgence
|
|

NAVAL ARTIFICIAL INTELLIGENCE \‘{

Internal and external security

Robotics
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FOUNDATIONS TO ACHIEVE TNI AL DIGITAL SOVEREIGNTY

EMERGING

TRANSITIONING

TRANSFORMING

/ . REGULATIONS

that stimulates innovation,
entry and competition

SKILLS

to develop, implement, utilize
and leverage digital
opportunities

INSTITUTIONS

that are solid, competent and
accountable

Removes barriers and
support early adoption

Foundational skills,
proficiency and basic
ICT literacy

Mobile services and
monitoring

PRODUCTS

Regulation and
enforcement for
emerging technologies

Prepare skilled
workers and advance
knowledge

Public and private
systems delivery
and engagement

Leverage growth and
task penetration

Broaden lifelong
learning in higher
level

Digital ecosystem
collaboration and
contribution in policy
making

DIGITAL ASSET



Old school maritime diplomacy encompasses a spectrum of activities, from co-operative measures such as port visits,
exercises and humanitarian assistance to persuasive deployment and coercion.

Hard power — Navy and Soft power - Coast guards, civilian vessels and non-state groups
Maritime Digital diplomacy can act as a valve through which any tension can be released without resort to conflict.

digital diplemacy communications apgroach

==
L=

target

initiating
country

Digital
Diplomacy

|:._.J.

oeg www.diplemacydata.com

Beatriz Serrano www.diplomacydata.com
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N \.GREY ZONE STRATEGY

Threat Level (Actor, Intent, Capability & Reaction Time)
High

LEVEL OF
Invented Classical Enemy
FORCE Threat « Tt X Imminent Attack
Threat

Prevention . Pre(-mptinn Self Defense

Naked 3 Sy
(Classical) , m . (Classical)

Aggression e
Actors (today)
1 * States
Peace-Keeping Inter-state + Int’l Orgs Gray Zone
] * Non-state actors (Converged Threat)
Operations War *NGOs
Naked * Rogue states

Aggression je—

Prevention Military Strategy ? Preemption J Self Defense
Invented Convergent Enemy
Threat Threat Attack

Gray Zone Inherent Risk and Uncertainty
+ International legal seams
* Irresponsible states
+ Influential non-state actors
* Regime change required?
* Legitimacy of installed democracies

State Owned
Enterprises

Organised Criminals

N GREY-ZONE
Murder

BUILDING GEOPOLITICAL AND GEOSTRATEGIC POWER FOR INDONESIA”S MARITIME GLORY - FIRST ADMIRAL JUDIJANTO




Reported PRC Gray Zone Taiwan
Tactics (1995-)

Category Geopolitical 15.0
Economic 15.0
Cyber/IO 11.0
International 7.0
Bilateral 19.0
Grassroots 15.0
Nonmilitary totals 41.0
Category Military 21.5

Subtype General 4.0
Air 7.0
Land 3.0

Overall total 62.5

Japan
(2010-)

7.0
5.5
7.5
2.0
12.0
6.0
20.0
13.0
3.0
4.0
0.0

Vietnam
(2009-)

9.0
13.0
6.5
8.0
9.5
11.0
28.5
22.0
4.0
4.5
3.5

India
(2014-)

9.0
7.0
5.5
8.0
7.5
6.0
215
14.0
3.0
5.0
4.0

\\NSPECTRUM OF GRAY ZONE TACTICS

Chinese Grey Zone Tactics by Category and Subtype

Philippines
(2012-)

9.0
13.5
7.5
5.0
13.0
12.0
30.0
17.0
3.0
3.0
2.0

‘,"'::l P’
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ybrid Warfare Strategy

Hybrid War Strategy in the context of National Defense:

* Hybrid warfare strategies combine conventional warfare,
irregular warfare, and cyberattacks with other
influencing methods, such as disinformation, diplomacy,
and foreign political interference.

* Bringing together all potential decision-making bodies —
civil, military, media, and economic — to coordinate
whole-of-government efforts.

* Adapting military theory and doctrine with the concept
of modern warfare to enable the military to carry out
national defense as the main mission.

 Carry out information operations that the government
considers important as a process in the planning and
implementation of national defense.

e ,u&i-ﬂ__ // 23
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Thailand
Bangkok Vietnam
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INDONESIA

A2/AD a military tactic with the central idea
that “the best way to defeat a distant enemy,
especially if that enemy is superior in
Pakigtan overall military strength, is to prevent it
from deploying its forces into Indonesian
Payanmar

Oman (Burma” -, =N\ territory from the start..
Thailand

Anti-Access "those actions and capabilities,
usually long-range, designed to prevent an
opposing force from entering an
operational area."

Indonesia

Angola Zambia

Area-Denial “those actions and capabilities,
usually of shorter range, designed not to
keep an opposing force out, but to limit its
freedom of action within the operational
area.”

e o P.'l_..-_”.. S—
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GRATED MARITIME STRATEGIC DETERRENCE

1. Multidimension Set Of TNI AL And Others Maritime
Skateholders Capabilities Combine To Constitute The
Integrated Maritime Strategic Deterrence Posture Required
To Protect Indonesia’s National Interest

2. The Concept Will Be Determine Through :
e Across Multi Domain
e Across Multi Agencies
* Across Goverment

3. Improving Space, Cyber And Information Warfare Capability
4, Maximize your abilities and powers to perform multiple
missions.
5. Conduct deterrence interoperability capabilities with other
dimensions.
Fu‘_:_.m:..‘&ﬁa‘---—-—
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DOis driven by technologies and requires seamless,
dynamic and continuous integration of capabilities
generating effects in and from all domains

The need for TNI AL :

Establish Military Satellite
Develop Cloud computing
Develop Maritime Big Data
Autonomous Assets

Artificial Intelligence

Machine Learning

Blockchain Technology
Quantum Technology

Laser and Hypersonic Weapon
Long Range Surveillance and
Reconnaissance Assets
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Holistic View of the Operational Environment

Time

http://www.cjoscoe.org/infosite/wp-content/uploads/2021/01/Study-on-
Multi-Domain-Operations-in-the-Maritime-Domain.pdf
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OSINT uses publicly available data to gain
conclusions about military capabilities.

OSINT uses AIS data and Satellite Remote Sensing

Open source exploration can jeopardize the military operations

URCE INTELLIGENCE

insights and

of any state. This is because the data involved are free and often

easy to analyse. Anyone with an Internet connection is likely to
be able to capture the whereabouts of warships using purely

operational parameters. While radar satellite data are not the
most intuitive, they provide OSINT observers with another tool
for tracking warships. And no fleet is protected from OSINT.
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Radar imagery from Sentine-1 satellites, ESA |_Sanya Naval Base

e (o A S o o (A o N o Vi i ) A A A o N S ot A s A N S48 e T e T S O o S o W i Vit o

A. XIANG VAEG HONG 01

Chinese Surveys of Eastern Indian Ocean, 2019-21
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Point-focused
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Sea-floor mapping

Underwater drones
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. Integrated Maritime Data Fusion Collection
¢ Integration Digital Asset Management
Atrtificial Intelligence
Machine Learning
Blockchain Technology

. Integrated Maritime Data Analysis Collaboration
. Sharing Information Distribution
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data

data base
management
system

Data representation
+
DB queries
+
Data aggregation
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server for sharing
geospatial data

layer visualization

Data conversion
+

Custom styles

+
Support for open *

tandards (by OGC : ’
standards oy ) Maps with multiple

+ g . g
Layer publication overlays visualized in
ad hoc web pages

Chinese Surveys in
the South China Sea
(2020-2021)
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visualization

Location and Date

The Southern Ocean, 200

Gulf of Oman/Malaysia, September 2013

global locations connected to one of the superpc
6-2

The Black Sea, June 2017

The East China Sea, 28 October 2018

s in northern California, Augus 18-June 2019

terranean and the Red

Strait of Hormuz, Jul

Ningbo (China)-Nampo (Democratic

Port ol
Ponce De L Inlet, Florida, 2020

Elba Island, 3 December 2019

Galapagos, July 2020

Yellow lines are reported
positions via AIS

White boundaries in sea
show Exclusive Economic
Zones (EEZs)
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MARITIME SAFETY AND SECURITY INFORMATION CENTRE (MSSIC) — LEAD BY TNI AL

Infrastructure development progrom:

Spoofing Incidents Description

/Sea Breez
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Tracks of US Ocean Surveillance Ships ’

in the South China Sea
Jan-Jun, 2021
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ECOMMENDATION B
1. The need of Maritime Satellite Platform
2. Naval Digital Sovereignty through Digital THE.
Transformation
3. Create Cyber Fleet Command W
4. Develop Multi Domain Operation Concept YT il
5. Building Multi Domain Command and Control
6. Develop Maritime Security and Safety

Information Centre lead by TNI AL
7. Navy assets procurement priority scale
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